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Beware the rise in cargo fraud and theft 

Carrier fraud is on the rise. Virtual carriers, chameleon 
carriers, and cargo theft rings are all trying to rip you 
off, especially if you ship freight with a high value or 
freight that is easy to sell on the black market. 
 
Here are the risks: 

 Unseen liability when an unlicensed carrier pretends 
to be a valid carrier. 

 Unseen risk when an unsafe carrier hides its poor 
safety rating. 

 Having your freight held for ransom. 

 Having your freight stolen and sold. 
 
Stakes are high when fraud happens. Ransom or theft 
can cost thousands of dollars, and hidden liability can 
potentially reach the millions. So prevention is key. 
 
The following pages describe one incident when UTS 
protected a client from cargo theft. We took on an  
Armenian theft ring that uses sophisticated techniques 
including identity theft and phone number spoofing. 
Read on to learn how the fraudsters will try to pick  
your pocket. 

Virtual Carrier 
A carrier that does not exist in the real world.  
It uses a fake address to present itself as a real 
carrier and brokers the loads it accepts to actual 
carriers. Risks include a lack of accountability, 
and the actual carrier may not have a valid  
operating authority, satisfactory safety rating,  
or adequate insurance coverage. 
 
Chameleon Carrier 
A carrier hiding a poor safety rating. Instead  
of working to fix its safety issues, the carrier 
closes down and re-opens under a new MC 
number with the same staff and equipment. 
 
Cargo Theft Ring 
An organized crime group that uses a variety  
of techniques to take possession of a high-value 
shipment and either hold it for ransom or sell it 
on the black market. 
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E Pickup Requested 
The shipper sends  
a pickup request  
for a load of copper 
tubing from Alabama 
to a client in Florida. 

UTS makes the load 
available to its network 
of truckload carriers. 

Load Accepted 
The theŌ ring uses  
credenƟals stolen from 
a UTS‐approved carrier 
(Carrier A) to accept 
the load. 

TheŌ AƩempt IdenƟfied 
AŌer receiving a tracking 
request, Carrier A alerts  
UTS that it did not accept 
the load. 

UTS instructs the shipper 
that Carrier A would not 
show up today to make  
the pickup.  

Later UTS informs the ship‐
per that it has awarded the 
load to Carrier B and the 
pickup will occur on July 27. 

UTS traces the IP address 
used to accept the load to 
Armenia.  

Load Stolen 
Shipper gives load to 
Carrier C, which was 
impersonaƟng Carrier 
A.  

TheŌ ring has Carrier C 
bring the load to a 
warehouse in Atlanta. 

TheŌ Confirmed 
When Carrier B arrives, it discovers 
the load is already gone.  

Steps UTS takes: 

Obtain the fraudulent driver’s 
check‐in informaƟon and MC  
number. 

Call the driver repeatedly. No  
answer or call back. 

NoƟfy the police department in  
the shipper’s jurisdicƟon and share 
the informaƟon collected so far. 

Start collaboraƟng with the FBI, 
which was already invesƟgaƟng 
another cargo theŌ originaƟng 
from the same shipping locaƟon. 

Update our client at each step. 

Load on the Move 
TheŌ ring hires Carrier 
D with a poor safety 
raƟng to team‐haul the 
load non‐stop from 
Atlanta to California. 

It changes the delivery 
locaƟon three Ɵmes. 

TheŌ Averted 
AŌer more than 30 aƩempts,  
the driver finally answers a call 
from UTS. He provides the address 
of the warehouse in Atlanta. 

UTS immediately contacts the 
warehouse and idenƟfies the  
carrier hauling the stolen freight.  

Next, UTS calls the third party 
listed on the bill of lading and 
aƩempts to take back control of 
the shipment. 

When that fails, UTS has Carrier D 
conference call the theŌ ring to 
determine the real broker.  

We convince the carrier we are  
the real broker and provide the 
actual delivery address in Florida. 

TheŌ thwarted? Not yet. The theŌ 
ring would try one more Ɵme ... 

Second TheŌ AƩempt 
TheŌ ring mimics UTS 
phone number on Caller 
ID and instructs Carrier D 
to deliver to California.  

UTS detects the decep‐
Ɵon in Ɵme to stop the 
delivery. 

Carrier Holds the Load 
Carrier D decides to hold 
the load in a secure lot 
over the weekend while 
management reviews the 
dispuƟng claims. 

UTS conƟnues to work 
with police departments 
in Alabama and California, 
as well as the FBI. 

Florida Bound 
Dispute resolved, UTS 
transports the load to 
its client and proacƟvely 
traces its locaƟon from 
California to Florida. 

Happy Ending 
UTS has police onsite 
when the load arrives  
to collect evidence.  

AŌer a harrowing ad‐
venture, UTS delivers  
a happy ending. 

Timeline of the Attempted Theft 

Fraudulently represented itself as a broker, the theŌ ring used  
text messages and apps such as WhatsApp to communicate with  
the carriers it hired to carry the stolen load.    

[Carrier A] 

[Shipper Name 
 and Address] 

[Warehouse Address] 

The criminal ring created this bill of lading to facilitate its theŌ  
of $100,000 worth of copper tubing. Note the European‐style date 
in the top leŌ corner.    



Theft rings tend to hire carriers that UTS would 
never use. Here you can see reports on one of the 
carriers hired  in this theft attempt. 

Theft Rings Use Unsafe Carriers 



UTS Procedures to Prevent Fraud & Theft 

 Work only with carriers that have six months active DOT operating authority, at least 
one DOT inspection, a satisfactory safety rating or not-rated status with the Federal 
Motor Carrier Safety Administration, and safety scores better than industry standards.   

 Use a combination of third-party tools and internal checks to filter out unsafe carriers. 

 When we tender a load, we confirm that the person on the other end of the transaction 
is a verified employee of that carrier. 

 Encourage our clients to be vigilant during pickups: (a) Ensure the carrier picking up 
the freight matches the one sent by UTS; (b) Check the driver’s ID; and (c) If some-
thing about the pickup doesn’t seem right, don’t hesitate to hold the load while you 
contact UTS. 

 Proactively track shipments for early detection of a theft attempt or other transit issues. 

 Additional safeguards for shipments valued at more than $100,000. 

 Additional safeguards for shipments of commodities at high risk of theft  
(copper, lumber, electronics, foods, robotics, consumer goods, etc.). 

 Block truckload load acceptance communications when the IP address is located  
outside of North America. (This prevents international theft rings from using  
credentials they’ve stolen from an approved carrier.) 

 Send a separate assignment confirmation email to the carrier once they have been 
awarded a load. 

 Don’t release the pickup authorization number until the carrier’s driver is confirmed  
to be onsite at the shipper’s facility. 

= Procedure implemented as an opportunity for improvement following this theft attempt. 




